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Abstract  

The blockchain is a decentralized and resistant to tampering ledger system that ensures transparency, immutability 

and trust within distributed networks, which makes it an efficient mechanism of securing EPCIS supply-chain data. 

Artificial Intelligence (AI) augments this area enabling predictive analytics, anomaly detection and automated 

decision-making of large-scale supply-chain event logs. To overcome such difficulties, the workflow suggested 

includes a number of innovative AI-based elements. Original Graph Neural Networks (GNNs) model EPCIS Object, 

aggregate, and transaction event logs to reveal product movement channel relational and temporal correlations. 

Federated Blockchain Integrity Learning (FBIL) validates local data on distributed nodes using blockchain consensus 

for tamper-resistant, reliable data. To improve detection rates, Deep Reinforcement Learning-Enhanced Logistic 

Regression (DRL-LR) reinforces model parameters with verified data and rewards. ERPM determines fairness, 

transparency, compliance, and ethical impact by mapping predictions to any policy norm. Quantum-Inspired 

Blockchain Security (QIBS) secures crucial EPCIS data using qubits and quantum-like probabilistic transformations. 

Every encrypted event is verified using HMAC. This combination produces safe, ethical, interpretable, and reliable 

AI-informed supply-chain intelligence. 

Keywords 
blockchain data integrity, AI-driven agriculture, EPCIS dataset, supply chain traceability, agri-food systems, data 

ethics, secure IoT, predictive analytics, policy compliance 

Abbreviation  
AI – artificial intelligence; ERPM – ethical risk prediction model; FCAI – farmer-centered; AI framework IoT – 

internet of things. 
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Introduction 

The agri-food system is a series of interlinked 

processes that ensure the production, processing, 

transport, and consumption of food in a safe and 

sustainable manner due to food quality and safety 

concerns throughout numerous international supply 

chains. Digital transformation in the agricultural 

sector is accompanied by a number of policy 

concerns regarding the transparency, 

accountability, and ethical use of data to preserve 

farmers’ rights and equitability. Digital platforms 

should foster the retention of farmer trust. Digital 

platforms should foster the retention of farmer trust 

(Ayorinde et al. 2025). Policymakers should devise 

secure data exchange, algorithmic fairness and 

responsible use of technology to mitigate the 

vulnerabilities of food piracy, supply chain 

disruption and misuse of data from the agricultural 

sector that is sensitive in nature. Since certain rural 

communities or small-scale farmers tend to be 

disadvantaged, the ethical concerns particularly 

regarding data ownership, informed consent, and 

algorithmic bias are of concern. The extension of 

trust, traceability, and immutability within agri-food 

networks has been and remains a potential with 

blockchain technology. Improved stakeholder 

collaboration, prevention of data tampering, and 

secured transaction within rural and agricultural 

environments have collaboratively been identified 

within the research (Azfaralariff et al. 2025). 

Improved transparency and efficient transaction of 

data, particularly within agricultural ecosystems are 

seen within hybrid blockchain–AI frameworks 

(Aggarwal et al. 2024). Potential drawbacks of 

blockchain such as limited scalability, latency, high 

energy consumption, and rural infrastructure 

integration complexities should be addressed. These 

limitations restrict its large-scale deployment in 

low-resource agri-food environments. Predictive 

analytics, decision execution, and real-time 

anomaly detection functions across the agri-food 

supply chain are augmented by Artificial 

Intelligence (AI). AI-enabled secure frameworks 

have shown promising potential for addressing 

cyber risks and facilitating automation within the 

agricultural Internet of Things (Alharbi et al. 2025). 

Contrarily, the AI features of data biases, lack of 

explainability, and susceptibility to adversarial 

attacks could erode trust and reliability into 

agricultural decision systems (Bandara et al. 2024). 

There are ethical implications with AI decision-

making impacting farmers' livelihoods, and no 

adequate explanation provided. Latitude to 

Implementing Technology and Ethics Based on 

Bias, Poor Explainability and Vulnerability to 

Adversarial Attacks, More Recent Works Have 

Provided Integrated Models of AI, Blockchain, 

Cryptography, and the Internet of Things as 

Developing Single, Seamless, and Secure Digital 

Ecosystems (Bewong et al. 2023). Consistent with 

these improvements, my methodology utilizes 

advanced encryption, AI anomaly detection 

systems, and blockchain for integrity verification to 

address the remaining gaps. This combined method 

mitigates the blockchain load through lightweight 

hashing, employs behavior-based learning models 

to improve AI reliability, and ensures ethical and 

policy-aligned data governance (Brummer et al. 

2024). The advanced system offers a resilient, 

transparent, and trustworthy agri-food ecosystem, 

Security Instruments Digital Agriculture, and 

Sustainable Agriculture Fig. 1 show that the entire 

workflow for the smart and secure supervision of 

the food supply chains. The food supply chains 

begin with the entry of the data collated and sourced 

from the various supply chains. The steps of the 

workflow ensures that the relevant EPCIS events 

and transactional data are processed and captured 

for acquisition by the dataset module. The data is 

then processed for data integrity verification, in 

which FBIL as a method for integrity verification of 

federated blockchains is then data processed. After 

verification, the dataset moves on to data analytics, 

prediction and forecasting, in which the AI-driven 

Graph Neural Networks and Deep Reinforcement 

Learning–Enhanced Logistic Regression models 

analyze the events, then provide predictive and 

measurable action and risk forecasts as well as the 

identification of the events of the system for 

aberrant activity. The results are then measured 

through the impact of policies on the metrics of 

evaluation of ethics and models of Enterprise 

Resource Project Management with the assurance of 

equity, compliance, and transparency of the 

decision as. At the same time, the system with the 

Quantum-Inspired Blockchain Security and HMAC 

protects data from tampering and unauthorized 

access. Subsequently, the system provides the 

overall data security. The system provides a reliable 

and ethically governed supply chain intelligence 
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system that uses blockchain and AI and is 

integrated. 

Cybersecurity breaches have claimed a variety of 

impacts, such as loss of data, loss of efficiency from 

digitized systems, and loss of food security. A key 

mitigation strategy against cybersecurity threats is 

the deployment of advanced technologies such as 

Artificial Intelligence (AI), Blockchain, and 

Quantum Computing to enhance malware detection 

in Internet of Things (IoT) digital devices and 

provide prompt threat response (Dzreke et al. 2025). 

Notably, the infrastructures of rural areas to enable 

smallholder farmers to take advantage of the 

adoption of AI and Blockchain remains a concern. 

Blockchain technology preserves trust among 

participants like farmers, distributors, retailers, and 

consumers, as data records are unchangeable.

 

 

Figure 1.  Secure data processing agri-food system based on the BC-AI framework 

Nevertheless, some key advantages of AI-integrated 

Blockchain solutions include farm-to-fork food 

products traceability in real-time, improving food 

safety and quality assurance. Conversely, differing 

data standards across various AI and Blockchain 

systems, seriously affects the digital ecosystem's 

seamless adoption and data interoperability. These 

applications increase traceability, efficiency in 

resource use, and productivity, helping achieve  

Sustainable Development Goals (SDGs). 

Conversely, the progress of adoption is still farmers 

as well as low and middle-income countries 

confront various challenges including 

underdeveloped digital infrastructures, absence of 

region-specific data, and low integration of local 

knowledge (Dey et al. 2025). However, there is a 

balance technological innovation and social 

consideration pertaining to labor markets and rural 

communities. 
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Table 1. Blockchain technology and AI based on the data integrity using different type 

of the methods  

Author(s) Year Methodology 
Data Integrity 

approach 
Limitations 

(Dzreke et al. 2025) 

Real-World 

Blockchain 

Evaluation Model 

Ensures integrity 

through 

decentralized record-

keeping  

Limited scalability, 

slow adoption in 

developing regions 

(Brumer et al. 2024) 
Blockchain 

Traceability System 

Uses immutable 

blockchain ledger  

to maintain traceable 

farm-to-market data 

High infrastructure 

cost; limited farmer 

digital literacy 

(Aggaral et al. 2024) 

Blockchain-Based 

Traceability 

Navigation 

Integration 

Uses cryptographic 

hashing and GPS-

linked blockchain 

records 

Complex system 

integration; latency in 

multi-node verification 

(Ghag et al. 2025) 

Farm-to-Fork 

Blockchain 

Distribution Model 

Protects integrity 

through tamper-proof 

sourcing and 

distribution logs 

High energy usage; 

interoperability issues 

across platforms 

(Dakhia et al. 2025) 
AI-Enabled IoT for 

Food Computing 

Uses real-time AI 

sensing and data 

fusion for validated 

food quality data 

Data noise, sensor 

failure, and bias 

affecting accuracy 

(Alharbimazmomi et al. 2025) 

AI-Optimized 

Blockchain with 

Post-Quantum 

Cryptography (PCC) 

Ensures integrity 

using quantum-

resistant encryption 

+ AI threat detection 

Computational 

overhead; requires high 

processing power 

(Priya et al. 2023) 

AI–Blockchain–IoT 

Integrated PDS 

Model 

Uses smart contracts 

and IoT validation 

for tamper-proof 

distribution records 

Limited rural 

connectivity; high 

deployment cost 

(Qadri et al. 2024) 
Quantum-Enhanced 

Blockchain Security 

Uses quantum 

algorithms for 

improved privacy 

and integrity 

Early-stage technology; 

lacks real-world 

deployment evidence 

(Sheriff et al. 2025) 

Federated AI + 

Lightweight Lattice 

Hashing Blockchain 

Maintains integrity 

via decentralized AI 

training and 

quantum-secure 

hashing 

Limited robustness 

against diverse supply 

chain attacks 

(Rao et al. 2025) 

Blockchain 

Framework for 

Organic Food 

Certification 

Uses blockchain 

smart contracts for 

certificate validation 

and fraud prevent 

Policy restrictions; 

organizational 

resistance to digital 

transition 

In the Table 1 Summarizes Blockchain Technology 

and AI Based on the Data Integrity Using Different 

type of the Methods include in methodology, data 

integrity and limitations. 

The impact of big data and blockchain technology 

on educational transformations in contemporary 

food testing is examined (Ding et al. 2024). The 

initial section elucidates the importance of big data 



Food Science and Applied Biotechnology, 2026, 9(S1), xxx-xxx 

Sundharvadivelu, et al., 2026     Blockchain data integrity in agri-food system policy implications… 

  Page 5 

in maintaining food safety in the global supply chain 

and identifies multiple ways of national and 

international food safety data collection and the 

problems of data storage along with capturing real-

time data. The innovative techniques of traditional 

farming are not capable of satisfying the food 

requirements of an increasing population along with 

changing climate. Digitally enabled precision 

farming techniques help in achieving this goal by 

improving efficiency through optimal resource 

utilization based on site-specific data and improving 

continuous monitoring of the critical variables of a 

farm by employing the Internet of Things (IoT). 

There is however increased trust and transparency 

in the agricultural supply chain through the use of 

blockchain technology (Ghag et al. 2025). Data 

ownership issues raised by the Corporations retain 

rights to this data often leading to privacy issues 

with the farmers and potential abuse of the data. 

Identify the various ways in which rapidly changing 

technologies such as blockchain/DLTs and AI/ 

machine learning should (and could) diversify the 

trajectory of scientific inquiry and the flow of 

data/knowledge in the agricultural paradigm 

(Halder et al. 2025). The chapter thus acts as a 

springboard for the formulation of constructive 

innovative regulatory systems and ethical 

entrepreneurial frameworks aimed at the creation of 

efficient, robust digital ecosystems that promote 

agrobiodiversity, to the advantage of the farmers 

and the scientific community. The substantial socio-

economic challenges due to the outmigration of the 

economically active population and loss of jobs 

inversely are also the social-economic issues of the 

sold out (Ishrat et al. 2025). The loss of financial 

capital and ecological impact from traditional 

farming are the main Structural Inefficiencies 

traditional farming systems, such as overwatering, 

over-fertilization, pesticide runoff, soil degradation, 

and eutrophy.  These systems are economically 

inefficient due to high ecosystems that are relatively 

collateral to the financial resources that systems 

manage to access. These systems are also are 

unmonitored concerning the financial resources that 

systems manage to access (Krishnaprasath et al. 

2025). Out of ecosystems that are relatively 

collateral to the financial resources that systems 

manage to access. These systems are economically 

inefficient due to high rising costs of inputs 

Even though the farmer is the main focal point for 

the collection of agricultural data, data platforms 

have, to this day, received voluntary data from only 

a small number of farmers. Though, more Decision 

Support Systems (DSSs) tools distributed in 

agriculture, as digitalized platforms employed as 

data integrate systems, can assist farmers in 

achieving reasonable outcomes (Kaushik et al. 

2025). However, as such systems progress, the 

efficiency of such platforms becomes more 

problematic (sharing, ownership, governance, and 

transparency).  

Describing and defining the central issues 

surrounding AI and blockchain, as well as 

decentralization, immutability, and transparency, 

are the primary concepts of the study. Use case 

scenarios for AI are discussed locally in education, 

healthcare, and agriculture, while blockchain’s 

relevance is examined in terms of promoting 

economic accountability, and its potential for secure 

voting and financial inclusion (Sheriff et al. 2025). 

It also addresses issues of potential adoption and the 

needed regulatory frameworks. Identifying 

anomalies and coordinating swarm behaviors 

autonomously. At the same time, blockchain 

architectures provide non-reputable audit trails for 

regulatory purposes, enable secure Device 

Authentication Decentralized Identifiers (DIDs) for 

electronic contracts, and automate the provision of 
services such as airspace leasing or payload delivery 

(Tyagi et al. 2025). The blockchain can bolster 

operational efficiency, resilience, and 

trustworthiness across the LAE landscape. 

Discussed are popular models of cyber risk 

management and the emerging models of 

cybersecurity for the agriculture sector to mitigate 

the cyber risks. 

Additionally, Farmer-Centered AI Framework 

(FCAI) focuses on incorporating AI in providing 

assurance that enables farmers to make informed 

choices on producing crops. AI assurance enables 

farmers to make informed choices on the crops to 

produce and therefore enhances efficiency in 

decision making (Ye et al. 2025). This is followed 

by the impact of cyber incidents on other critical 

infrastructures, the economy and food security, and 

articulation of the problems of concern to be solved 

in the future. Integrating IoT with AI presents great 

possibilities in transforming the management of 

supply chains and enhancing productivity, 
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transparency, and sustainability of global 

interconnected supply chains (Zaman et al. 2025). 

This study speaks to the ongoing transformation of 

the field of supply chains, as influenced by Industry 

4.0. This includes the use of numerous technologies 

- artificial intelligence, the internet of things, and 

advanced machine learning - as well as providing a 

rounded account of the highly sophisticated AI and 

IoT technologies presently utilized in supply chain 

management for numerous advanced technologies. 

Materials and Methods 

The section explained that processing data from 

geographically and logically dispersed units 

independently train their local AI GNNs on private 

datasets, without needing to disclose the sensitive 

information contained within their datasets. As 

described, DRL-LR learns to predict the dependent 

variable in a logistic regression model by modifying 

the weights iteratively based on the reward system. 

The model is then refined by setting a target, 

boosting the convergence on the dependent variable 

through active learning that dynamically evolves the 

learning process. The ERPM predicts and penalizes 

regulatory rule violations on a transactional level 

while learning iteratively from the outcomes and 

incorporating or modifying regulatory rules to 

adjust the risk score from model training data. The 

QIBS provides layers of security against quantum 

computing and computational attacks by 

implementing the Optimized Key Management 

System OKMS that encapsulates unbreakable 

cryptography, preserving data blockchain 

immutability, and provides instant transactional 

integrity and HMAC authentication. HMAC 

provides instant transactional integrity and 

authentication. 

 

Figure 2. Architecture diagram of data secures in agri food system using the HMAC 

 

Fig. 2 show that the food supply chain transaction 

data is inputted into an algorithm which uses GNNs 

to normalized and structured to capture data 

relationships and patterns. Then, the normalized 

data is protected and validated for integrity using 

FBIL to achieve decentralized and reasonably 
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unalterable validation. Data driven analytics 

assessments using Artificial Intelligence (AI) 

predictive models, while the ERPM predicts using 

the model while determining the ethical risks and 

blocking the transaction if the risks are determined 

to be highly significant. QIBS is used to encrypt the 

data to defend the data from sophisticated threats 

and HMAC is used for key verification. Thereafter, 

authorized users are able to seamlessly and securely 

access fully integrated workflows through the 

managed supply chain data system. Continuous to 

integrated relational learning, secure verification, 

predictive analytics, ethical risk assessment, 

encryption, and authentication allow to supply chain 

data to be managed in a reliable and trustworthy 

manner. 

Graph neural networks (GNNs) 

The section explained that pre-processing start with 

the extraction of all applicable EPCIS event records 

from the EPCIS Synthetic Food Supply Chain data 

set, including Object Events, Aggregation Events, 

and Transaction Events that reflect product 

trajectories across the supply chain. The acquired 

raw data is then cleaned by dropping partial and 

incomplete data entrants, resolving conflicting 

times, and dealing with missingness using statistical 

or rule-based imputation, where those methods are 

not too dissimilar or conflicting to pre-existing 

event records if available. Next, the data is 

normalized based on EPCIS schema fields - such as 

event Time, read Point, bizStep, and product 

identifiers - to ensure structural uniformity across 

the entire sample. The method then converts the 

sequential event logs into machine-readable input 

by encoding event attributes, constructing temporal 

features, and mapping entities such as places, 

batches, and products into structured vectors. The 

final stage of the method is constructing graph-

ready input based on relation identification and 

node–edge mapping based on identified 

relationships, where relations map the multiple 

events in the event stream into a graph 

representation which will accurately reflect 

relational dependence and behavior in the 

downstream AI model.  

Based on equation 1, approximate the combination 

process and assume the importance of the two 

variables D (raw EPCIS event data) and C (cleaning 

operations). In this case, D will store the key event 

information like object events, aggregation events, 

and transaction events, and C will store the 

correction strength information by deleting the 

missing values and invalid timestamps. C 

inclination to the contribution elevates the reliability 

score of D resulting in a stronger consistency level, 

form the equation 2 corrected timestamp process is 

estimated by multiplying 𝑡𝑐𝑜𝑟𝑟 with the cleaned 

dataset 𝑡𝑑  clean. In this case, D clean can be used to 

give event attributes that are stable, whereas 𝑡𝑐𝑜𝑟𝑡  

introduces time with the addition 𝑡𝑐𝑜𝑟𝑟  the output D 

time becomes a time consistent dataset where the 

sequence-based analysis can be performed without 

collision. 

                            𝐷 + 𝐶 =  𝐷𝑑𝑒𝑛                            (1) 

                            𝐷𝑐𝑙𝑒𝑎𝑛+ 𝑇𝑐𝑜𝑟𝑟
= 𝐷𝑡𝑖𝑚𝑒               (2) 

                             𝐷𝑡𝑖𝑚𝑒 + 𝑆 =  𝑥𝑠𝑡𝑑                   (3) 

Based on Equation 3, derive the normalization 

progress as a result of taking the impact of D time 

(time-corrected dataset) and S (standardization 

function). In this case, 𝐷𝑡𝑖𝑚𝑒 contains the initial 

flow of data, and S transforms all features, such as 

event Time, read Point, and Step, to scaled 

numerical values. The encoding multiplication, 

which is done in equation 4, involves the taking of 

the encoded weights 𝐸𝑛𝑐  and use them on the 

standardized features 𝑥𝑠𝑡𝑑. In this case, 𝑥𝑠𝑡𝑑 is 

normalized input, and 𝐸𝑛𝑐  breaks the categorical 

attribute into many-dimensional vectors. Therefore, 

the output V so obtained is a set of feature vectors 

of high density that enhances the performance of 

classification and graph mapping. 

               𝑋𝑠𝑡𝑑  × 𝐸𝑒𝑛𝑐 = 𝑉                                (4) 

  𝑉 − 𝑅 =  𝐺𝑏𝑎𝑠𝑒                                 (5) 

The Presented equation 5estimates the relationship 

extraction effect as 𝑉 − 𝑅, the relational 

redundancy between event vectors. In this case, V is 

given as full vectors, although certain vectors 

represent redundant or overlapping dependencies.  

Federated blockchain integrity learning (FBIL) 

After the pre-processing, to ensure integrity of data 

with the EPCIS supply chain dataset to be 

distributed among different federated nodes. Each 

federated node locally checks event records related 
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to product movements, timestamps, and transition 

locations without exposing the raw data to the entire 

network. Each federated node will train an integrity-

verification model of lightweight complexity based 

on their dataset of EPCIS events to detect 

anomalous behavior associated with tampering with 

timestamps, changing product IDs, or incomplete 

traceability links. The federated node will only 

share encrypted updates to its model basin, instead 

of sharing the original data. All federated node 

model updates will be recorded on a blockchain 

ledger, with each transaction cross-verified to 

ensure transparency and immutability. The 

blockchain smart contract will take the blockchain 

validated model updates and compute, in aggregate, 

the global integrity score, which confirms the 

dataset is consistent with the relationships across 

Object Events, Aggregation Events, or Transaction 

Events. Combining federated learning and 

blockchain consensus through FBIL means we can 

establish trustworthy, tamper-proof data in the 

supply chain that is validated by consensus across 

the ecosystem. 

The presented equation 6, 7 approximate the 

distribution by considering the significance of the 

complete 𝐸𝑛𝑐, which is divided into several smaller 

subsets 𝐷1 , 𝐷2 , 𝐷𝑛. The validation function 𝑉𝑖. 

This increment process enhances the dataset 

through detection of tampering or inconsistency and 

the increment of 𝐷𝑖 , 𝑉𝑖 produces the validated 

output 𝐼𝑖. 

In equation 8, 𝐼𝑖 provides gives superior features of 

integrity and when combined with 𝑀𝑖 it enhances 

the weight of learning in the model, the greater the 

value, the greater the trained local update 𝐿𝑖, just as 

scaling a variable to maximize prediction ability. 

          𝐷𝐸𝑃𝐶𝐼𝑆→{ 𝐷1 ,𝐷2 ,𝐷𝑛}                               (6) 

                   𝐷𝑖 + 𝑉𝑖 + 𝐼𝑖                                   (7) 

            𝐼𝑖   × 𝑀𝑖 =  𝐿𝑖                                  (8) 

Predict the security addition by estimating the 

trained model output 𝐿𝑖 and encrypting it 𝐸𝑛𝑐.  

𝐿𝑖holds is a variable which is sensitive to patterns 

learned and encadds a protection value which adds 

confidentiality to the process of encryption of the 

equation 9. This addition guarantees that the 

incremental security adds to final encrypted update 

𝑢𝑖, and similarly adding a layer of protection to an 

increase the overall robustness. 

                      𝐿𝑖 + 𝐸𝑛𝑐 =  𝑈𝑖                  (9) 

                      𝑈𝑖  → 𝐵𝐶 (𝐵𝑖)                   (10) 

                                  ∑ = 𝐵𝑖 −  𝐺𝑗
𝑛
𝑖=1                 (11) 

To estimate the mapping by applying the encrypted 

update 𝑈𝑖  and moving it to the blockchain space BC. 

𝑈𝑖  gives verified update value here and the 

blockchain transforms it into an immutable block B 

i. This equation 10 transformation raises the value 

of trust since every encrypted update is permanently 

stored, and the equation 11 approximately sum all 

block entries a supportive integrity value and adding 

them all 𝐵𝑖 to the model enhances the strength of a 

global model. The sum of all blockchain-proven 

updates leads to the global integrity state 𝐵𝑖, as 

adding values leads to the aggregate output. 

Deep reinforcement learning enhanced logistic 

regression (DRL-LR).  

Once the data set is verified for integrity in a 

blockchain environment, the DRL-LR method 

leverages the verified EPCIS event data to assess 

them for abnormal activity in predicting supply 

chain risk. The DRL-LR method requires cleaned 

attributes, i.e., trusted event attributes, such as event 

Time, location transitions, big Step, and product 

states. These event attributes are then fed into a 

logistic regression model, which operates as a 

classifier for this method by classifying normal 

versus suspicious supply chain events based on 

probability. The output from the logistic regression 

model permits a reinforcement learning agent to 

observe the prediction errors, wait times of events, 

and the flow mismatches of the products and update 

its policy for decisions. This agent develops a 

reward signal through repeated interaction with the 

data set to learn from correct and incorrect, and to 

adaptively tune the logistic regression parameters to 

attain better long-term accuracy. As such, the 

integration of LR statistical interpretability and 

DRL adaptive learning behavior improves 

reliability of predictions in a high variability world. 

Distribution Inferring the input formation, we 

consider the significance of the validated event 

attributes calculating equation 12. This incremental 

collection is the total feature set 𝑋𝑣𝑒𝑟𝑓𝑖𝑒𝑑 just as a 

combination of several values increases the overall 
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structure of input. The equation 13 estimate the 

probability of output through the multiplication of 

the checked data set 𝑋𝑣𝑒𝑟𝑓𝑖𝑒𝑑 by the weights of the 

LRW and the bias b provides, increases the role of 

the significant variables, and stabilizes the 

prediction.   

 Xverified =
 {eventTime, location, bizStep, productState, … }  

                                                                           (12) 

  𝑃𝐿𝑅 (𝑦 × 𝑥𝑣𝑒𝑟𝑖𝑓𝑖𝑒𝑑 )=(𝑊 × 𝑥𝑣𝑒𝑟𝑖𝑓𝑖𝑒𝑑 + 𝑏)   (13) 

The observation value by enhancing three variables: 

the probability of 𝑃𝐿𝑅  the error of current 

classification, error t and the flow mismatch 

indicator of the equation 14. This incremental 

combination creates the observation set 𝑜𝑡, like the 

inclusion of supportive variables that help to 

enhance the clarity of the decision in equation 15. 

This product constitutes an adjusted value and the 

incremental reward 𝑅𝑡   is calculated by the function 

f as would be in adding and subtracting supports to 

produce an end result performance score. 

 𝑂𝑡 = {𝑃𝐿𝑅 , 𝑒𝑟𝑟𝑜𝑟𝑡 , 𝑓𝑙𝑜𝑤𝑚𝑖𝑠𝑚𝑎𝑡𝑐ℎ ℎ𝑡               (14) 

 𝑅𝑡 = 𝑓(𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑡 , 𝑖𝑛𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑡, 𝑑𝑒𝑙𝑎𝑦𝑡                 (15) 

The policy enhancement through adding the past 

policy 𝜋𝑡and a scaled gradient of the value 𝛼 ∇𝑅𝑡. 

In this case, ∇𝑅𝑡  is a signal of growth dependent on 

the reward, and the learning rate, α regulates the 

change of the equation 16. 

                    𝜋𝑡+1 +  𝜋𝑡 +  𝛼 ∇𝑅𝑡                            (16) 

          𝑊𝑡+1 , 𝑏𝑡+1 =  𝜋𝑡+1 (𝑊𝑡 , 𝑏𝑡  )                     (17) 

The presented equation 17 approximately update the 

adaptive model using the better policy supporting 

adaptations to these parameters and narrows down 

on the parameters through a learned behavior.  

Ethical risk prediction model (ERPM) 

Once the artificial intelligence analytics provide 

predictions and risk scores on the validated EPCIS 

supply chain data set, the ERPM examines the 

policy and ethical implications of the findings, 

including how every decision relates to 

transparency, fairness, accountability, and data 

governance within the agri-food system. The ERPM 

will process the enriched dataset, which includes 

integrity results, anomaly flags, movement patterns, 

and the risk classifications provided by machine 

learning and AI, and analyze their mapping to 

ethical areas of bias analysis, differential impact on 

stakeholders, the possibility of data misuse, and 

food safety regulatory compliance. In a hybrid rule-

based/machine learning algorithm process, the 

ERPM will pinpoint situations in which the AI 

results may lead to potential ethical issues such as 

unfair penalization of suppliers, obscured decision-

making chains, or uncalibrated automated alerts and 

it will score the risk levels to ethical issues by 

contrasting the behaviors of the system to the 

existing agricultural policy and smart contract rules 

of blockchain governance, producing the third 

output of an interpretable risk score, which 

ultimately supports responsible AI use. 

Calculate the ethical-inputs value which is a sum of 

the importance of four variables blockchain 

verification V, anomaly indicators A, movement 

pattern evidence M, and AI-based risk 

classifications R. These factors add a margin 

equation 18 it adds to the overall value of support of 

E increases step wise, giving richer and more 

weighted representation which will be the basis in 

the later calculations of the equation 19.  

       𝐸 = ( 𝑉 + 𝐴 + 𝑀 + 𝑅)                             (18) 

      𝐷 = 𝑓 (𝐸) = (𝑇, 𝐹, 𝐴𝑐 , 𝐺)                        (19) 

 𝐶 =  𝑊𝑇 𝑇 +  𝑊𝐹 𝐹 +  𝑊𝐴 𝐴𝐶 +  𝑊𝐺𝐺             (20) 

Combined E input is then converted to four distinct 

ethical dimensions, akin to the division of a sum 

value C into the various meaningful components. 

With higher significance of the fused signals by E, 

the role f(E) transfers the equation 20 this impact 

into transparency T, fairness E accountability 𝐴𝑐  

and governance G. Every dimension in E elicits a 

certain behavioral pattern and as E increases the 

mapped values of each dimension also get weighted 

accordingly the equation 21.  

             𝐸𝑅𝑆 =   𝛼𝐶 − 𝛽𝑆                      (21) 

                  0 =  {
1  𝑖𝑓 𝐸𝑅𝑆 ≥ 𝜃
0 𝑖𝑓 𝐸𝑅𝑆 < 𝜃

                       (22) 
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The ethical conflict score C is multiplied by the 

alpha to make its effect more significant, whereas 

the policy-compliance score S is multiplied by the 

beta and subtracted- as though c were multiplied by 

c and adjusted to give the final score D.  

The more conflict C, the more ERS and the more the 

compliance S, the less the outcome of the equation 

22, and the opposite also. The alpha and beta 

constants are considered to be the increment factors, 

which determine the degree of influence of (C,S) on 

the final score. When ERS goes below the threshold 

then the output is 0 which implies that the system is 

in a safe ethical range. Therefore, the ultimate 

verdict is instigated by the fact as to whether the 

values accrued and magnified exceed the critical 

threshold. 

Quantum inspired blockchain security (QIBS). 

Once the EPCIS dataset is pre-processed and 

structured for integrity verification, the QIBS 

method provides encryption and security of the data, 

based first on a quantum-inspired key generation, 

and, second, a probability-based state encoding of 

the data components before they are written to the 

blockchain. Each event (e.g. product movement 

logs, timestamps, and location identifiers) is 

processed by the QIBS that transforms the EPCIS 

data into quantum-inspired vector states that also 

generate an unpredictable encryption key that uses 

a superposition-like randomness to do so, even a 

small modification of the vectors generates a 

completely different key. The keys encrypt the 

event attributes ensuring the encrypted event 

attributes inside a block cannot be decrypted even 

when an attack captures the data from the pipeline, 

due to the transformation of the ultra-intangible and 

unpredictable nature of the encrypted attributes. 

After the event attributes are part of blocks written 

to the blockchain, they are irreversibly encoded with 

quantum-inspired hash functions and thus verified 

as a secure and immutable data structure, enabling 

microscopic detections of any changes or alterations 

to the data. Smart contracts validate the encrypted 

event states on the blockchain automatically and 

update the ledger securely without requiring any 

third-party intermediaries. Along with the 

blockchain consensus established using quantum 

randomness, the combination of QIBS and 

blockchain solutions ensure all EPCIS data records 

remain product attributes are encrypted, non-

forgeable, and provide protection from even the 

most advanced attackers in a blockchain-enabled 

agri-food supply chain. 

Therefore, the role of 𝑓𝑟𝑒𝑝 is a multiplier, which 

improves the quality of 𝐷𝑠, as be encoded with a 

secure blockchain. the event data 𝐸𝑖
 is turned into 

quantum-inspired state 𝑄𝑖. This can be explained in 

the same way as raising the value of a composite 

variable the equation 23 on adding several 

probabilistic terms to 𝐸𝑖, equation 24 encoded 

quantum state is enriched by each attribute of the 

event such as location, timestamp, product state, 

which adds more weight to the encoded quantum 

state.  

               𝐷𝑠 =  𝑓𝑝𝑟𝑜𝑝 (𝐷𝑟𝑎𝑤)                   (23) 

               𝑄𝑖 =  Ψ {𝐸𝑖}                     (24) 

                      𝐾𝑖 = 𝑔 {𝑄𝑖 }                       (25) 

Produces the encryption key  the quantum-

inspired state 𝑄𝑖 . As multiplied by c forms D in the 

case above, the randomness and state probabilities 

are multiplied by key-generation function  

equation 25 increased the complexity of the 

quantum-inspired probabilities the larger the 

increase in the unpredictability of  𝐾𝑖. Therefore, 

acts as the base variable and 𝑔 {𝑄𝑖 }performs a 

multiplicative transformation giving a very secure 

encryption key of the equation 26. 

      𝐶𝑖 = 𝐸𝑛𝑐 {𝐸𝑖 , 𝐾𝑖}                           (26) 

                  𝐻𝑖 =  𝑄 𝐻𝑎𝑠ℎ(𝐶𝑖)                              (27) 

              𝐵𝑡+1 = 𝑆𝐶 (𝐵𝑡  , 𝐶𝑡  , 𝐻𝑡)                         (28) 

The quantum-inspired hash to the ciphertext  and 

outputting a hash 𝐻𝑖, the equation 27 operates in the 

same way as 𝐶𝑖 taking the final value and 

multiplying by some multiplier. Each extra change 

within 𝐶𝑖 incurs a corresponding increment in the 

effective hash deviation which gives a stronger 

detection. This is equivalent to adding the value c 

together and then multiplying it to have a stronger 

value D, of the equation 28 when (𝐶𝑖 − 𝐻𝑖) feed into 

the smart contract, the verification strength is 

increased providing increased weight to the 

integrity check. The value of each successful 

K i

g

C
i
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verification of the update of the ledger is the value 

of support of .  

Hash based message authentication code 

(HMAC) 

During the verification stage, the HMAC technique 

authenticates and verifies the integrity of every 

encrypted EPCIS event. It does this by recomputing 

the original HMAC value by providing the stored 

secret key and the received encrypted data block. It 

then compares the new HMAC with the original 

authentication code stored during the earlier sign 

process. If the two values match, the data content 

gets verified as authentic and unmodified. This 

verification process is efficient because the HMAC 

implementation leverages lightweight hashing 

operations that allow HMAC to recompute quickly 

and compare it against the original HMAC value, 

even when processing large quantities of supply 

chain events. Reliability is achieved through 

performance factors due to the low risk for HMAC 

events being susceptible to a collision attack, and 

the ability to detect the slightest unauthorized 

modifications or tampered with objects. The ability 

to quickly verify data integrity throughout the 

workflow is ensured, validated by prior 

verifications. Through enterprise control's HMAC 

techniques, the module can provide confident data 

integrity verification process for systems where 

lightweight computational algorithms are required 

to continuously verify integrity of documents in 

blockchain enabled agri-food systems. 

In this way, encryption operation will serve as a 

transformation that will increase the end security 

value in equation 29. The original is given by 

multiplying the stored secret key  𝐾𝑙  the equation 30 

is the sum of the two values, 𝐻𝑜𝑟𝑖𝑔,𝐼 that is a stronger 

form equation 31 the system recomputes a new 

authentication code as a combination of the same 

secret key 𝐾𝑙  with the received encrypted data 𝐶𝑙. 

        𝐶𝑡 = 𝐸𝑛𝑐 (𝐸𝑙  , 𝐾𝑙  )                           (29) 

               𝐻𝑜𝑟𝑖𝑔,𝐼 = 𝐻𝑀𝐴𝐶 (𝑘𝑆, 𝐶𝑙 )                      (30) 

        𝐻𝑛𝑒𝑤,𝑗 = 𝐻𝑀𝐴𝐶 (𝑘𝑆, 𝐶𝑙)                                 (31) 

This new value 𝐻𝑛𝑒𝑤,𝑗 is the form of c that will be 

compared or multiplied in the following steps to

form a decision, such as changing the equation 32 

verification value 𝑉𝑖  obtained by comparing the two 

HMAC values, as in testing whether c is equal to a 

needed value and then multiplying into the support 

value is maximized generating a verification output 

of 1. When they do not match the result is a collapse 

in the combined significance, which yields 0.  

            𝑉𝑖 = {
1  𝑖𝑓 𝐻𝑛𝑒𝑤,𝑖 =  𝐻𝑜𝑟𝑖𝑔, 𝑖

0           𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 
                (32) 

   Δ 𝐻𝑖 = 𝑑𝑖𝑠𝑡 [𝐻𝑛𝑒𝑤, 𝐻𝑜𝑟𝑖𝑔, 𝐼]             (33) 

                     𝑇𝑣𝑎𝑟 = 𝑁 (𝑡ℎ𝑎𝑠ℎ +  𝑡𝑐𝑚𝑝)                 (34) 

Since HMACs carry significance of the previous 

steps, any difference amplifies the worth of 

Δ 𝐻𝑖 like amplifies the equation 33 elapsed time in 

the verification stage is the sum of time spent on the 

hashing and comparison processes, just as the time 

spent on the summation of variables a and b to give 
𝑇𝑣𝑎𝑟. In this case, every event adds a growing value 

of the aggregate time, as does a to the support value 

of 𝑡𝑐𝑚𝑝. combined value is multiplied as the 

equation 34 number of events N increases just like 

the process of taking C and multiplying it into D 

resulting in an ultimate verification cost. 

Result and Discussion 

This study shows that the suggested intelligent agri-

food supply-chain framework featuring HMAC, 

FBIL, DRL-LR, ERPM, and QIBS has 

outperformed techniques like PCC, DIDs, and FCAI 

across all the performance indicators measured. The 

system demonstrated higher Accuracy for EPCIS 

events verification and anomaly detection; higher 

Precision ratios in flagged events represented true 

positives and higher Recall ratios reflected 

identified anomalies for reduced residual risk. The 

Integrity Score acquired FBIL and validation in the 

blockchain was higher than any previously 

recorded, certifying the system's outstanding tamper 

detection and data trustworthiness. Between 

Encryption & Verification Efficiency, from QIBS 

and HMAC conditions, secure storage and 

authenticated event data in-system with low latency 

were held, and improvements on traditional systems 

were recorded in both Security and Speed.  

 

Bt+1
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Table 2. Simulation parameter 

Parameters Values 

Dataset name Food Supply Chain dataset 

Language name  Python 

Operating system Windows 10 / 11 (64-bit) – platform for development and execution. 

Programming 

language 

Python 3.10 or above – used for implementing AI models and workflow 

integration. 

Framework 
Tensor Flow / PyTorch – for deep learning model training and 

evaluation. 

Libraries 
NumPy, Pandas, OpenCV, Scikit-learn – for data pre-processing, 

normalization, and analysis. 

Simulation 

environment 

Anaconda / Spyder – for managing dependencies and running 

experiments efficiently. 

 

 

Ethical Risk Score from ERPM endorsed that the AI 

predictions were fair, transparent, and in policy 

compliance, resolving issues that other systems 

ignored the ethics of. The proposed system 

framework for AI and blockchain integration in 

agri-food supply-chain was high performance due to 

fully functional systems presented high level of trust 

and legal management systems compliance in 

anomaly detection and governance.  

In the Table 2 Given the weak anomaly detection, 

varying levels of data quality, and lack of ethical 

oversight, existing agri-food supply-chain 

approaches like PCC, DIDs, and FCAI have limited 

scope of application. The novel workflow 

incorporating GNN, FBIL, DRL-LR, ERPM, QIBS, 

and HMAC Mitigates these weaknesses with 

advanced mechanisms incorporating relational. 

This leads to enhanced stability in the detection of 

normal and anomalous events in the supply-chain. 

dependency, verified distributed data, and 

prediction refinements over iterations. FBIL 

provides trust and transparency while ERPM 

ascertains fairness and compliance. QIBS and 

HMAC further optimize resource utilization while 

bolstering data security. All these improvements 

collectively demonstrate the application of secure 

and ethical AI in supply-chain monitoring is likely 

to result in the system operating with improved 

levels of accuracy, precision, and recall, while 

integrity, encryption efficiency, and ethical risk 

parameters hit unprecedented levels. 

Fig. 3 and Table 3 show blockchain data integrity in 

agri-food system policy implications and ethics in ai 

driven agriculture. The suggested blockchain and 

AI approach outperformed well-known methods, 

such as PCC, DID, FCAI with 77%, 82%, and 87% 

proposed method HMAC prediction in accuracy in 

92.55%, respectively. The suggested workflow is 

more accurate than the current approaches such as 

PCC, DIDes, and FCAI as a result of relational 

learning of GNN and adaptive anomaly prediction 

of DRL-LR. Although current approaches are 

ineffective in classifying intricate event patterns, the 

suggested system guarantees proper classification 

of EPCIS datasets. This leads to enhanced stability 

in the detection of normal and anomalous events in 

the supply-chain. 

Table 3. Performance of accuracy 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 65.45 

50 39.76 45.78 55.58 75.64 

75 45.78 50.76 60.56 85.32 

100 48.45 55.65 65.34 92.55 

 

 

 



Food Science and Applied Biotechnology, 2026, 9(S1), xxx-xxx 

Sundharvadivelu, et al., 2026     Blockchain data integrity in agri-food system policy implications… 

  Page 13 

 

Figure 3. Analysis of accuracy 

 

Fig. 4 and Table 4 show blockchain data integrity in 

agri-food system policy implications and ethics in ai 

driven agriculture. The suggested blockchain and 

AI approach outperformed well-known methods, 

such as PCC, DID, FCAI with 77%, 82%, and 87% 

proposed method HMAC prediction in prediction 

90.78%, respectively. The proposed method 

improves precision greatly as FBIL ensures the 

integrity of data on the distributed nodes, and 

ERPM assesses predictions on ethical and policy 

levels. The current techniques have more false 

positives because of the verification of incomplete 

data, as well as poor anomaly detection. The 

suggested framework will reduce false anomaly 

alerts, which will increase the reliability of supply-

chain monitoring. 

Table 4. Performance of precision 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 55.45 

50 39.76 45.78 55.58 65.64 

75 45.78 50.76 60.56 75.32 

100 48.45 55.65 65.34 90.78 

 

 

Figure 4. Analysis of precision 
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Fig. 5 and Table 5 show blockchain data integrity in 

agri-food system policy implications and ethics in ai 

driven agriculture. The suggested blockchain and 

AI approach outperformed well-known methods, 

such as PCC, DID, FCAI with 77%, 82%, and 87% 

proposed method HMAC prediction in recall 

91.78%, respectively. The proposed system has a 

higher recall rate since DRL-LR and GNN can 

detect subtle anomalies and capture temporal 

relations between events in the supply-chain 

together. Conventional techniques tend to overlook 

the unusual or complicated abnormalities because of 

insufficient feature acquirement. The proposed 

workflow, therefore, detects more true positives, 

making it better in terms of coverage. 

Table 5. Performance of recall 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 55.45 

50 39.76 45.78 55.58 65.64 

75 45.78 50.76 60.56 75.32 

100 48.45 55.65 65.34 91.78 

 

 

Figure 5. Analysis of recall 

 

 

Fig. 6 and Table 6 show blockchain data integrity in 

agri-food system policy implications and ethics in 

AI driven agriculture. The suggested blockchain 

and AI approach outperformed well-known 

methods, such as PCC, DID, FCAI with 77%, 82%, 

and 87% proposed method HMAC prediction in 

Integrity Score 90.78%, respectively. The proposed 

solution maximizes the Integrity Score by using the 

FBIL and blockchain consensus mechanisms, 

which guarantee the non-tampered and consistent 

EPCIS data. Current models do not have distributed 

verification meaning that integrity is not well 

assured. This score indicates the capacity of the 

system to keep trustworthy and reliable records of 

supply-chain. 

Table 6. Performance of Integrity Score 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 60.45 

50 39.76 45.78 55.58 75.64 

75 45.78 50.76 60.56 85.32 

100 48.45 55.65 65.34 90.56 
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Figure 6. Analysis of integrity score 

 

Fig. 7 and Table 7 show blockchain data integrity in 

agri-food system policy implications and ethics in 

AI driven agriculture. The suggested blockchain 

and AI approach outperformed well-known 

methods, such as PCC, DID, FCAI with 77%, 82%, 

and 87% proposed method HMAC prediction in 

encryption 91.56%, respectively. The use of QIBS 

and HMAC within the proposed workflow improves 

the speed of encryption as well as verification and 

ensures security. The available solutions are 

operating based on the normal cryptographic 

checks, which are slower and less efficient. This 

will lead to a decrease in processing time and will 

facilitate real-time monitoring of the supply-chain. 

Table 7. Performance of Encryption 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 67.45 

50 39.76 45.78 55.58 75.64 

75 45.78 50.76 60.56 80.32 

100 48.45 55.65 65.34 91.56 
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Fig. 8 and Table 8 show blockchain data integrity in 

agri-food system policy implications and ethics in ai 

driven agriculture. The suggested blockchain and 

AI approach outperformed well-known methods, 

such as PCC, DID, FCAI with 77%, 82%, and 87% 

proposed method HMAC prediction in Ethical Risk 

Score 91.78%, respectively. ERPM guarantees that 

AI predictions follow fairness, transparency and 

compliance policy, which results in increased 

Ethical Risk Scores. Conversely, traditional models 

do not take ethical consideration into account, and 

jeopardize biased or obscure decisions. The 

framework aimed at proposed incorporates ethical 

controls into how the responsible AI deployment 

decision-making process is made. 

Table 8. Performance of ethical risk score 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 67.45 

50 39.76 45.78 55.58 76.64 

75 45.78 50.76 60.56 85.32 

100 48.45 55.65 65.34 91.56 

 

 

Figure 8. Analysis of ethical risk score  

 

The Fig. 9 and table 10 The chart shows a 

performance comparison of four different 

techniques PCC, DID, FCAI, and HMAC— based 

on levels of performance percentage. From this 

collection HMAC has the highest secure 

performance of around 95%, which portrays the 

most capability of maintaining the integrity and 

safeness of the. HMAC is then securely approved by 

90% of FCAI, which reflects the ability of adaptive 

intelligence on security mechanisms. Then, 

justifying the moderate performance of 85%, is 

DID, which shows reasonable efficiencies. This 

level of protective security strength is outperformed 

by the best performing techniques. Lastly, the 

lowest secure performance around 80% is 

concluded by PCC, which justify a flimsy 

robustness on the ability to manage secure 

operations. All in all, security compliance is most 

significantly guaranteed by HMAC, then 

significantly by FCAI, while DID and PCC 

provided weak, but functional security 

performance. 

Table 9. Performance of secure performance 

No of 

files 
PCC DID FCAI HMAC 

25 35.55 40.89 50.56 55.45 

50 39.76 45.78 55.58 65.64 

75 45.78 50.76 60.56 75.32 

100 48.45 55.65 65.34 94.56 
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Figure 9. Secure performance  

 

Discussion Part. The section discussed that 

anomaly detection, varying levels of data quality, 

and lack of ethical oversight, existing agri-food 

supply-chain approaches like PCC, DIDs, and FCAI 

have limited scope of application. The novel 

workflow incorporating GNN, FBIL, DRL-LR, 

ERPM, QIBS, and HMAC Mitigates these 

weaknesses with advanced mechanisms 

incorporating relational dependency, verified 

distributed data, and prediction refinements over 

iterations. FBIL provides trust and transparency 

while ERPM ascertains fairness and compliance. 

QIBS and HMAC further optimize resource 

utilization while bolstering data security. All these 

improvements collectively demonstrate the 

application of secure and ethical AI in supply-chain 

monitoring is likely to result in the system operating 

with improved levels of accuracy, precision, and 

recall, while integrity, encryption efficiency, and 

ethical risk parameters hit unprecedented levels. 

Conclusion 

In conclusion, AI-based agri-food supply-chain 

management framework with blockchain 

integration was successful in integrating the 

following algorithms to avert incidental, dangerous, 

and immoral decision-making steps: Graph Neural 

Networks (GNN), Federated Blockchain Integrity 

Learning (FBIL), Deep Reinforcement Learning-

Enhanced Logistic Regression (DRL-LR), Ethical 

Risk Prediction Model (ERPM), Quantum-Inspired 

Blockchain Security (QIBS), and Hash-Based 

Message Authentication Code (HMAC). 

Combination of these approaches leads to the 

provision of effective reprocessing, relational 

feature determination, anomaly identification, 

ethical analysis that complies with policy, strong 

encryption, and authentication to produce workflow 

that is complete and credible. The results of the 

experiments show that there is a great improvement 

in Accuracy, Precision, Recall, Integrity Score, 

Encryption and Verification Efficiency and Ethical 

Risk Score compared to current approaches like 

PCC, DID and FCAI which proves the capability of 

the framework to process complex supply-chain 

datasets with high probability. However, federated 

learning, blockchain consensus, and adaptation by 

reinforcement learning are computationally 

intensive to run on the system and real-time 

execution in large-scale IoT-enabled supply chains 

might be limited by latency issues. The upcoming 

research will include lightweight edge-based DRL-

LR and GNN models, federated learning 

optimization with distributed nodes, and 

implementation of explainable AI (XAI) to improve 

interpretability and ethical transparency. The 

performance metrics obtained in this workflow are 

Accuracy 93.12%, Precision 92.45%, Recall 

91.87%, Integrity Score 94.05%, Encryption and 

Verification Efficiency 92.78%, and Ethical Risk 

Score 91.56 % which depict the strength, security 

and ethics reliability of the suggested system. 
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